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Part 1 — Who you are

Organisation
Your name
Your job title
Email

Phone

You confirm that you are authorised by the organisation named above to request this scan and to give

the permissions in this form. If you are not, please pass this form to someone who is.

Part 2 — What we will scan

List every domain, hostname and IP address you want included. We will scan only what is written here.

# Domain, hostname or IP address You own it / you control it
1 own! | control
2 own|_| control
3 own! | control
4 own! | control

Anything not listed above is out of scope and will not be touched.

Preferred date or window (optional):



Part 3 — What the scan does

We connect to the systems you listed from the internet and check how they are configured. The scan includes:

® Public DNS and mail records, and what your domain reveals publicly

* Which ports and services are reachable from the internet

* Web server software and version fingerprinting

* Certificate validity, expiry, and TLS configuration

* Known web server misconfigurations

* Discovery of accessible paths and files

® Checks against a library of known vulnerability signatures

This sends real requests to your servers. They are the same kind of requests an ordinary visitor or an

automated internet scanner makes, but there will be more of them than usual and they will appear in your
logs.

What the scan does not do

* We do not attempt to exploit anything. No payload injection, no denial-of-service, no attempt to break
into anything.

* We do not try passwords. No password guessing, no credential stuffing, no default-login submission at
your login forms.

¢ We do not change any setting on any system of yours.

* We do not touch anything you have not listed in Part 2.

Part 4 — Things you need to know

Someone else may need to agree. If the systems above are hosted by a third party (a web host, a cloud
provider, a managed service provider), their terms may require their permission before anyone scans them.
Getting that permission is your responsibility. Tell us if you are unsure and we will pause until it is sorted.

Scanning carries a small risk. Any active scan can in rare cases slow a service, trigger a security alert, or
cause an unusually fragile system to misbehave. We keep the intensity low and we stop the moment you ask,
but the risk is not zero.

Tell us if something is fragile. If anything on your list is old, in the middle of a migration, or you would rather

we left alone, write it here:

Stopping. Email or phone us at any time and we will stop within one working hour. No reason needed.

Part 5 — Terms

1. Free. There is no charge for this scan and no obligation on either side to do anything further afterwards.



2. Authorisation. By signing, you authorise Alpha IT Solutions Ltd to access the systems listed in Part 2 for the
purposes described in Part 3. This authorisation is given for the purposes of the Computer Misuse Act 1990
and confirms that our access is authorised access. You confirm you have the right to give it.

3. No warranty. The scan reports what our tools observed at the time they ran. It is not a guarantee that
your systems are secure, and it is not a certification of anything. A scan can miss things. A clean result
does not mean you are not at risk. You should not rely on it as your only assessment of your security.

4. Not a Cyber Essentials assessment. This scan does not certify you against Cyber Essentials or any other
scheme. Certification comes from a licensed certification body.

5. Your information. We will keep the results confidential and will not share them with anyone outside Alpha
IT Solutions Ltd without your written permission. We keep them for 12 months so we can compare a later
scan against this one, then delete them. Ask us in writing at any time and we will delete them sooner.

6. Our liability. Because this scan is provided free of charge, our total liability to you arising from it is limited
to £100. Nothing in these terms limits liability for death or personal injury caused by negligence, for fraud, or
for anything else that cannot lawfully be limited.

7. Your systems remain yours. You stay responsible for your own systems, backups and business continuity
throughout. We recommend you have a current backup before any scan.

8. Marketing. We will not name you, quote you, or use your results in any marketing without asking you first
and getting it in writing.

9. Law. These terms are governed by the law of England and Wales, and the courts of England and Wales have
exclusive jurisdiction.

Sign here

I confirm | have authority to request this scan, that the systems in Part 2 belong to or are controlled by
my organisation, and that | accept the terms in Part 5.

Signature
Full name
Job title
Organisation

Date

Part B — Optional: Windows host check



Only complete this part if you want us to check a Windows computer from the inside. It is entirely
optional and the free scan works without it.

What this involves

You give us a Windows username and password with administrator rights on the machine, and enable

Windows Remote Management on it. We connect once, run a set of read-only checks, and disconnect.

What we read

Firewall status - antivirus status and signature age - disk encryption status - whether SMBv1 is enabled -
whether Remote Desktop is enabled - User Account Control status - whether the Guest account is enabled -
who is in the local Administrators group - Windows version and build - how many security updates are
outstanding.

What we do not do

* We make no changes. Every command is a read-only query.
* We do not read your files, your email, or your documents.
* We do not install anything on the machine.

* We do not copy data off the machine beyond the results listed above.

How we handle the password

The password is passed to the connection in memory only. It is never written to disk, never stored, and
never appears in any log or report. It is discarded as soon as the check finishes.

We still recommend you create a temporary account for this and disable it afterwards. That is better
practice than handing over an account you use.

Machine to check
Computer name or IP
Username supplied

Temporary account you will disable afterwards? yes! | no

Do not write the password on this form. We will ask for it separately at the time.

Sign for Part B

I confirm | am authorised to grant administrative access to the computer named above, and | consent
to the read-only checks described in this Part B.

Signature
Full name

Date
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